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TRANSPORT LAYER  SERV\(ES

' Logial Communicahin between app protesses  on Aifferent
hosks

actionf w end SYsiews

Sender: breaks app messanges o sabmen’rs Coddi headers)

)
posset 4o nedvork layer ; determines segment  header field
values | passes +o W

Receiver: reagsembles sebmtvx’rs info mestages , passes ‘o

ogplication \aﬂcrs veceives from (P, checks header values

extractt  app message demuxes mettaae 4o app layer via
Socket

&5 5
: .'j:'u National or
D Global ISP
Mabile Network
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Enterprise Network N
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| Physical




TP vs UDP

. ?:—wo-p hond Shake (comnechon setup)
* Reliable

* In ovder
onopthion  control  Clouffer, packet togs)
Flow conivo| (vote, Acthow\ea\ﬁemen+)

Unreliable | Lonnechiglecs
Low effort
no évder

no o(e\ai) 8u.a~rani-ee
no  boandwidin auamm'ee

MULTIPLEXING % DEMULTIPLEXING

+ txtend  ost-to-Whosy o\eliverg ) ?rocets-h-yrocecs
ole\'\veno

Multilexing: handle data from multiple sockets, odd ivancprt

hendec ond Send transport .sv.gmem to network layer (tourte povt
numboer)

Demu\\\p\exinaz uge header info %o deliver received segments
‘o correct Socketr Cdethination ?m— numbec)

Pork Numbers: 0 4o 6553 ¢ [Qm'l)

Pocts 0 4o 1023 are well-known port numbers,
restricted |reserved  and wwnok be uted by wier /0S



t Yy HT TP port 80 , DNS: 53 | &8W:22 , BTP: Q

«——— 32 bits

source port #| dest port #

other header fields

application
data
(payload)

TCP/UDP segment format

CONNECTIONLECS DEMULTIPLEXING

UDP  wultipiexing | o\emu\\'i?\exina
Crea-h't\s socket: local pory no. specified

Creating datagam 4o tend into UDP Socker, must specify
degt ¢, dect port

. Receiv'w{) hott: daecks dest port in  Seqment, directs
upP segment to socketr with Same por

Mulkiple different Souvce \Ps| ports lut game dect
sotket —> odelivered 4o Same gocket Cesx htp - 80D
ot rec.e'wif\s hosy



- UDP socker identified b&é & two-tuple consishing of (destination
\P address, destination port number)

Emmg\e

from socket import *

serverPort = 12000

clientSocket = socket(AF_INET, SOCK_DGRAM)

message = raw_input('Input lowercase sentence: ') ,/p
clientSocket.sendto(message, (serverName, serverPort))
modifiedMessage, serverAddress = clientSocket.recvfrom(2048)

serverName = 'localhost’
! (1v1% seﬁmeh\'

print modifiedMessage
clientSocket.close()

from socket import

serverPort = 12000

serverSocket = socket(AF_INET, SOCK_DGRAM)
serverSocket.bind(('', serverPort))

print "The server is ready to receive"

while 1: > uoP segmen\‘

message, clientAddress = serverSocket.recvfrom(2048)
modifiedMessage = message.upper()
serverSocket.sendto(modifiedMessage, clientAddress)




DatagramSocket
mySocket2 = new
DatagramSocket

(9157) ;

DatagramSocket serverSocket
= new DatagramSocket

(6428) ;

DatagramSocket
mySocketl = new
DatagramSocket
(5775) ;

application

source port: 6428
dest port: 9157

source port: 6428
dest port: $711§

source port: 9157
dest port: 6428

source port: §77¢
dest port: 6428

CONNECTION- OR\ENTED DEMULTIPLEXING

* TCP Ssocket: & m?\e

Source \P

- fource ?or+

- odegt 1P
dest povk

+ Demuy : receiver wies 4 valuwes +o  direck uAmer\\- o gocket

« Server host: Su«ﬂ)oﬂ— muiriple  TCP sockets simu\mv\eout\g
Cown  Lk-+upied

+ Web Sevvers - ORf socketr for eath  clieny
- non—?tr&'\s’ram' Wite: dkferent todcet for each rey
- unlike wunechionless



rample

from socket import x

serverName = 'localhost'
serverPort = 12000

clientSocket = socket(AF_INET, SOCK_STREAM)
clientSocket.connect((serverName, serverPort))
sentence = raw_input('Input lowercase sentence: ')
clientSocket.send(sentence)

modifiedSentence = clientSocket.recv(1024)

print 'From Server: ', modifiedSentence
clientSocket.close()

from socket import x

serverPort = 12000

serverSocket = socket(AF_INET,SOCK_STREAM)
serverSocket.bind(('',serverPort))
serverSocket. listen(1)

print 'The server is ready to receive'

while 1:
connectionSocket, addr = serverSocket.accept()
sentence = connectionSocket.recv(1024)
capitalizedSentence = sentence.upper()
connectionSocket.send(capitalizedSentence)
connectionSocket.close()

s TCP terver a??\icm’t\'or\ has  welcoming sotket +nod  waite for
Lonnedtion estoblishment requests from TEP clients on port



Aemut\h’P\exed to
Adifferent Sockets

application

application

network
link

server:|P physical
address B

|53

host: IP source IP,port: B,80 _‘*_C host: IP
address A dest IP port: A,9157 source IPport: C,5775 address C
R S—— cst Ipet: B0
souré:e IP,port: A,QIgS
estlf, port: B8O source !E,port: C9157
dest IP,port: B,80
Comparison

© UDP: demwx only Uting  dett port  no.
* TLP: demuy using & uple
+ Based on azamen\r C1ep), o\w\-aﬁmm (uoP) header values



(ONNECTIONLESS TRANSPORT LRAYER ¥PROTOCOL - UDP

‘no frill\> | ‘bare bones> Cdoes not add too muth)

connechion lees, wnreliable, outr of ovder, ‘bogk effart’ 5 wo
guarantee

no handthake ; eacw vDP &eamevx’r ir\o\ePzno\en\- of o¥ners

8 byte hender overhead per Sepment

no RTT delay due Yo connechion CLround trip +ime)

* no ouffer|seq | ack|cc parameters for onnection e ok
sender oand receiver

swmall  header sine (R byres , nor 20)

No Congechion conirol ; possilliny of loss ut no speed limi
ot sender

Applicotions
shrmvnina muttimedio
* DNS
SNmp
' HTTR)

Reliobility over UDP — WTTP[>
- odd celiobility ot app \ayer



UDP Seament Header

length, in bytes of
UDP segment,
including header

source port #
length 1 checksum

application
data
(payload)

UDP segment format

UDP Checkgum

« detect cerfain evcove (flipped Yon¥e)

+ Sender: 4reaks UDP seament (incdluding header fields and \P
addresce) 08 Seqmence of lb-bit ini

Checksum: ' comp sum of seament content , value put into
UDP checktum Feld

- Receiver odds checksum Yo computred dhecdksum Wjo 4%
Comp to get Eiwing of \X W no errovt found

Some ervere not detected



example

S: tnecksum
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Do 1 0o

o

( © 0001

o |
\
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{
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0
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ith

th‘("no w
v
01
0

1

0
1000111100001100

1

|
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note: (RC — eyelic re\iabilihd thede — a\gor'\-\'\f\m



PrincipPrLes of Reliable data +trantfer

Unrelinble onanne] below Nampw{' \a\oer

lomplexity of veliable dat tvontfer protocol depends
on characterishes of  unceliable  channel

* Sender and receiver know notning albout ctare of the other ;
oLk needed

Functions:
- cok-send(): called from opp layer : passes dota +o be delivered
by receivers alove Capp \ayer

rdkovevi): called once paceet arvives from receiving end of thannel
wdtoSend(): called oy rdF o tvomfer packer over wnreltoble
ononnel

deliver—datral): called bﬂ rdt Yo deliver dota v oapp layer

- o i receivin
Application \awer sondln sde O
rdt send() | deliver data | 7
Reliable data Reliable data
Tronepstt \awer | transfer protocol transfer protocol
(sending side) (receiving side)
udt_send() I "g rdt _rev() I |‘=‘=‘

Networke louaer i A I

Unreliable channel




BUILDING A RELIABLE DATA TRANSFER PROTDLOL

Tak |.O

. uno\er\%\n thanwne] assumed 4p be ?er(:ecﬂa veliab\e
Cno ervore /\osses)

¢ event awsing store troncihion: above whorizowmtal  ling
ochion +oken when event occurs: below Worizontal \ine

sepavote. ESM¢ for  sender and  receiver

Y wait for rdt_send(data) ) Waltfor rat_rev(packet)
call from call from extract (packet,data)
above packet = make_pkt(data) below deliver_data(data)
udt_send(packet) -

sender receiver

Tdt 2.0

\mder\“ins thavnel may #\cp it (networe ‘0‘6")—
dhedcsuw

veeover from errvrs  (dheclksum)

- Als: receiver explicitly tellg Sender  #har plr received
0K

- NAks. veceiver explitifly rellg  sender that plt had
ervert, Sender  muit  vevanimix  prev. Sent- data

stop and  waik for Atk [NRY - one packet ar a Yime

Automadic.  Repeat Request (ARR) Protocols



kM

create Pac,(ce+
¢~ ond send

rdt_send(data)

sndpkt = make_pkt(data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
isNAK(rcvpkt)

Wait for
call from
above

udt_send(sndpkt)

—— received
rdt_rcv(rcvpkt) && isACK(rcvpkt)

& 0 N
sender . "° achon

FL AwW
- ACL) NAK corrupted

ACK/ NAL  corrupred
+ Sotuh

- ?Mb% se:L no

- vecewver can discavd o\upliwd-es

receiver

rdt_rcv(rcvpkt) &&
corrupt(rcvpkt)

en
udt_send(NAK) &~ NAK. ¢
discand

Wait for
call from
below

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK) Vapp

\Ouoef
send ACK

W\V\\’d?\e Yesrangmissiong - o\uP\icw\-e pockere received when

Tot 2.1
Sender veeewvey
© 8e4 no o pkt * ohee for o\up\'\m’ﬂ&

conly L Seq no. .
© thedk if ACk[NAL Corrupt
fwiee ag many trores

does wnot know f ACL/NAL
received Ok



Sender

rdt_send(data) 3% no

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&

( corrupt(rcvpkt) ||
isNAK(revpkt

udt_send(sndpkt)

rdt_rcv(rcvpkt)

&8 notcorrupt(rcvpkt) rdt_rev(revpkt)
&8 isACK(rcvpkt) && notcorrupt(rcvpkt)
- && isACK(rcvpkt)
A A
rdt_rcv(rovpkt) &&
( corrupt(revpkt) ||
isNAK(rcvpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pki(1, data, checksum)
- udt_send(sndpkt)
Yeceiver

rdt_rcv(revpkt) && notcorrupt(revpkt)
&& has_seq0(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

\
\

rdt_rev(rcvpkt) && (corrupt(revpkt) “
sndpkt = make_pkt(NAK, chksum) \‘

udt_send(sndpkt) Q‘

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) && ( ,
has_seq1(rcvpkt)

sndpkt= make_pkt(ACK, chksum)

udt_send(sndpkt)

rdt_rcv(revpkt) && (corrupt(revpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

rdt_rev(revpkt) && :( Lorrupt
not corrupt(rcvpkt) &&
has seqO(rcvpkt) ACK}NA\C

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(revpkt)
&& has_seq1(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt= make_pkt(ACK, chksum)
udt_send(sndpkt)



Yat 2-2

NAY-free protocol
on\\A ALL

« A for prev  packet

rdt_send(data)

sndpkt = make_pkt(0, data, checksum) Pre-V P\d'
~ udt_se____\nd(sndpkt) rdt_rcv(rcvpkt) &&
N s ( corrupt(rcvpkt) ||
Wait f Wait fO A
il O fromn ACK iSACK(rcvpkt.1) )
above 0 udt_send(sndpkt)
sender FSM Nretransmit
fragment rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
rdt_rev(rovpkt) && && isACK(rcvpkt,0)
(corrupt(rcvpkt) || A
has_seq1(rcvpkt) receiver FSM
udt_send(sndpkt) fragment
(Y rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
SCV\AS && has_seq1(rcvpkt)
?rﬁ‘/ extract(rcvpkt,data)

deliver_data(data)
sndpkt = make_pkt(ACK1, chksum)
udt_send(sndpkt)

To\k 3.0

underlying Channel can alto lofe packets
© onetksum, seq no, ALKs, felrangmittim
sonder waite for Yimeout Yime ‘before re’cmmmmc% (due
Yo \os¢ or wno ALk or dela:))
veceiver specifies teq no
moye Haan RTT
- also colled a\+¢ma’n’v\5—bﬂ— protocol

L]

.



Sender

rdt_send(data) rdt_rev(revpkt) && prev
\ zgtt:lpskt =dr(nalzie p_ktp)kt(o,data. checksum) (?g;l()pt(m‘g'?)” AClL
\ ._send(sn is (revpkt1))
rdt_rov(rcvpkt) \ start_timer A e—no ach on,
A Wait for Himeout waite
calIbOfrom udt_send(sndpkt)
apove start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&8 isACK(rcvpkt, 1)

stop_timer

timeout
udt_send(sndpkt)

rdt_rcv(revpkt)
&& notcorrupt(revpkt)

&& isACK(revpkt,0)

stop_timer

sta-r’f_timer (_/ rdt_rev(revpkt)
A
rdt_rev(rcvpkt) && odt_sendidata)
( corrupt(rcvpkt) || sndpkt = make_pki(1, data, checksum)
isSACK(rcvpkt,0) ) udt_sgnd(snd pkt)
L start_timer
A
N ackion
sender receiver sender recewver
send pkt0 KtO send pkt0 Kkt
\\ rev kto \‘ rev pktO
acl send ack0 }Q/ send ack0
o el
send pktl \&_x p \K‘ —
loss yl—"" send ack1

@ timeout.
resend pktl \gkﬂ\‘
rev pktl
}]‘/ Send ackl
rev ackl
send pkt0 \93‘0\‘
ktO
}Q/ sen ack0

Pa.tlte+ loge

loss
‘ t/meout

i
(detect du llcahe)

ac
rc\é aikl .)tol/ Se
send pkt0
p \m(\‘ rev pktO
}n/ send ack0

ock loge



o\up\\' tate AL

(& 3“0 reg) sender receiver
send pkt0
send ack0
rcv ack0 ,/0/
send pktl \\ rcv pktl
send ack1
ack1
@ timeout.
resend pktl rov pkid
rcv ackl (detect du

ﬁlrcate)

send pkt0 send ac
rcv pkt0

I’CV ackl ><

send pkt0 >%9< ff: nggko

|8ﬂo res /ﬂ/ (detect duEIlcate)
send ack0

?re,ma’mre fimeout

PERYORMANCE
* VUggnder * Wilisarion = frackion of time Sender
%c,vd\‘:\%
- ea: R = hramwissim cdhannel = \ Glbps  link

Dpcop= prop delan= 1S me
L ° packet = 8000 bite

)
- D = L = 8000 = §xl10 §-= 8 ms
ot R 104 /u

buhﬁ



sender receiver

first packet bit transmitted, t = 0 —fc-- oo
last packet bit transmitted, t=L/R

first packet bit arrives

™md
30 RTT —last packet bit arrives, send ACK

ACK arrives, send nexj
packet, t=RTT +L/R|

KTT . AX DProP

-3
> L[R = 8x10 = 0.00027
LR+ RTT 30+ 8 x(03

Solwhon: Pipelining
U

* ranpe of Seq, increased
* buffer: ar boir ends
* go-back-N, selechve repeat

data packet—s data packets—»

+— ACK packets

(a) a stop-and-wait prelocol in operation (b) a pipelined profocol in operation



(0 - BAK- N

+ Sender can have upto N un-ocked packers Ceomsecuhived;

window of size N (N >))

¢ K-bit Sequente number

send _base  hextsegnum already
v _J’ ack’'ed
DARC D0 RELRANOO0N0 [ epte
Ui yet ack’ed
t __ window size —*%
N

usable, not
yvet sent

I] not uscble

* tumulative Alt) — ol packetr upto and  including N

© Kimeout () : Yerantmiy #n  and  all higher  oneg

Sender £Sm
vdt send(data)
if (nextseqnum < base+N) {
sndpkt[nextseqgnum] = make_pki(nextseqnum data.chksum)
udt_send(sndpkt{nextsegnum])
if (base == nextseqnum)
start_timer
nextseqnum-++
3 }
A else
base=1 refuse_data(data)

nextseqnum=1 ¢ 2 :
o timeout
start_timer
3 udt_send(sndpkt[base])
rdt_rev(revpkt) O udt_send(sndpkt[base+1])

&& corrupt{rcvpkt
) udt_send(sndpkt[nextseqgnum-1])

rdt_rev(rcvpkt) &&
notcorrupt(rcvpkt)
base = getacknum(rcvpkt)+1
If (base == nextseqnum)
stop_timer
else
start_timer



veceiver £sm

default
udt send(sndpkt) rdt_rev(rovpkt)
e < D && notcurrupt(rcvpkt)
A && hasseqgnum(revpkt,expectedsegnum)
L -
expectedsegnum=1 extract(rcvpkt,data)
deliver_data(data)

sndpkt=
make_pkt(expectedseqnum ACK,chksum) sndpkl = make_pki{expectedseqnum,ACK,chksum)

udt_send(sndpkt)
expectedseqnum++

e 4 2 N AW

N coceiver =

Receiver view of sequence number space:
received and ACKed

* I I II I [| I I I I] [| I] [“] I Out-of-order: received but not ACKed

rcv base .
o l] Not received



OB In Achon

Sender  window send es receiver
5678 send pkt0
0123 BENE send pkt1\ .
EBEL 567 8 send pkt2- receive pkt0, send ack0
5 678 send Bkt3 [ —~Xloss receive pktl, send ack1
(wait)

receive pkt3, discard,

ofEEEK 678 rcv ack0, send pkt4 (re)send ackl
01EEE¥¥ 78 rcv ackl, send pkt5 receive pkt4, discard,

(re)send ackl

Ignore duplicate ACK receive pkt5, discard,
@ pkt 2 timeout / (fE)Send ackl
0 1PEENE 7 8 send pkt2
R12 3 4 5 & send pkt3
0 1PEEEE 7 8 send pkt4 rcv pkt2, deliver, send ack2
0 17 8 send pkt5 rcv pkt3, deliver, send ack3

rcv pkt4, deliver, send ack4
rev pkt5, deliver, send ack5

Wil

Aot REPEAT

Receiver individually acknowledaee evevy packer (not
cumuloive)

Buffevs received packers 40 ovder before &endir\a t app
Iager

¢ Window: N ctonsecutive

« Timer wointained for ench un Alled packet



Seleckive Repeat

send._ base nexrseqnum already usable, not
ack’'ed yet sent
sent, not
|][|ﬂ[||]|]\H 1l \IIHIIIII]I][II][H][I | Woleq [ notusace
window size —4
N
(@) sender view of sequence numbers
out of order dcceptable
(buffered) but ¥ aithin window)
already ack’e
oaanon IIIIIIIIIIIIIIHHI]
yet received

wmdow size—4

5§ N

rcv_base

(b) receiver view of sequence numbers

Sender

+ data from obove
- W next seg # i window, send put

« dimeout (w)
- (esend Hn, rethary time

« ALkln) n L[sendboase, sendbage + N
- moark n os veceived
- & n swmallest un Mied, odvonce window bﬂ \

receiveyr

packet w n [reviose, revooge + N-1D
- stnd ALK

- ouYr ovder: butfer

- in ovder: deliver



* packet n i [revbose-N, revinge - 1)
- At (W
- vesent (65' (osy ALK

ofherwige
-\ a\nore
sender window (N=4) sender recejver
5678 send pkt0
5678 send pktl )
5678 send Bktz_\ reCE!Ve pktO, send ack0
5678 send pkt3 X Joss receive pktl, send ackl
wait
= () receive pkt3, buffer,
ofEEE¥ 678 rcvack0, send pkt4 send ack3
01 78 rcv ackl, send pkt5 receive pkt4, buffer,
. send ack4
o record ack3 arrived receive pkt5, buffer,
G pkt 2 timeout | send ack5
01 7 8 send pkt2
0 1 EASKRSN6 7 8 record ack4 arrived ,
RL2 3 4 5 &) ) rcv pkt2; deliver pkt2,
12345 XA eI Sci arvhied pkt3, pkt4, pkt5; send ack2

Q: what happens when ack2 arrives?

8: Tn 6By, if every 5™ padker s lott, wave +v Send 1o
padets, hew wany  tanimittin)

| Q 3 Y S b 17
v v S i g0

7 8 9 10
v 9N
a o



8. Selective repeat; if every 5™ paker i lotk have fo
fend 1o pacets, how wWany anmittin) VO\r\Aow 3

D T
v v S v v
S (o@
/

oo
2

.~

TRANSMISSION CONTROL PROTOCOL

* point Yo point (one sender, one receiver)
- celiade, order
© full duplex
MSS : moaximum SuOmev\\— Size
© wmulative Acke
pipelining 5 conaection | £low cowtvol
' (ovinection - oriented; handshaki ng

TCP_Seament Sirueture
* header: A0 'og\'e.ﬁ

—— 32 biks
URG: urgent data * ;
nex+ (generally not used)™ | SOUTCe port # dest port # /V g(;ubnytégg S rows:
. sequence number of dita header
expected - 5 ACK: ACK # AN
v valid AMowledgement number (not segments!)

PSH: push data now w&& receive window
(generally not used) —| W Urg data pointer

# bytes
revr willing

-~
A { RST, SYN, FIN.-=| | opt /Le{ variable length) to accept

connection estab

reset ' (setup, teardown
Synchroni Sodisn, commands) application dodo. sent
finigh Internet data TP
‘1 ot leh checksum 0(: (variable length) "’\hk ¢
esrablis (asin UDP) |ohakin Socke
S‘;{n handshake . 4
(P header

SYN




Sequente nNumber

outgoing segment from sender
source port # dest port #
sequence number
acknowledgement number
| | rwnd
checksum urg pointer

ze
: |
|

window s
N

sender sequence number space

| | |

sent sent, not- usable not
ACKed yet ACKed butnot usable
(“in- yet sent
flight”)

incoming segment to sender
source port # [ dest port #

sequence number
acknowledgement number
A rwnd

checksum urg pointer

Sequence nNumbey

© logre stream "number" of firtk e in Sgpyment's  dato
. \010+Q, num\oe\r(nﬁ, Aot soamm number

AlKs

- Seg, o of expected wext oyte
« wmulative ALK

Out of Order
© Up Yo implementer



S'\mp\e Telnet (Puﬂ— a3 - check Wik 2)

Host A Host B
g o
User -
types —
C seq=f2) ACK=79, data = ‘C
= host ACKs
receipt of
‘C’, echoes
SeqH79)ACK: data= ‘C’ ‘o
host ACKs | bagk. G
receipt

of echoed

' Seq=43, ACKED)_

simple telnet scenario

Timeout
+ TCP +imeout 7 RIT (varies

. P(ema’mre timeout uvmeces{ara‘ retyancwietions
< doo lofn-. tlow xn +o s%jmem— 14

Savv\p\e, RTT

Measured 4ime ‘oetween so,smen\— rantwission wuntil  ACK
rcceqﬁ Ci3n0r¢ retrangmicsions)

Varies with wvery Seomen’f



— Estimated RIT
’éxponenh‘ai vx)ziah’rcd Movina Pwem:oe (EwmMPA)

* Influence of patt Sample decreases exponentially
foct

TaPiCA\ o=0.|85

EstimatedRTT = (| - o)« Cetimated RTT + « ¥ SampleRTT

© Timeout interval. C8timoded RTT + CG‘F&'\'& MAYQIN
-  larpe var in Ettimated RIT, larger dofely margin

Timeouwt Interval = EstimaredRTT + 4 * DevRTT

Deviated RTT: EWMA of {omple RTTS  deviahion  #rom
Cehimated RTT

Dev RIT = (1-B)* DevRTT + § | SawpleRTT - Estimated RTT)

f’ =02y uswx\lg

b RTT: gaia.cs.umass.eduto fantasia.eurecom.fr
]
ig T f%, ﬂtmm‘ﬁj.lwh'ﬁ’h
S -l Pty A ) T
& sampleRTT
EstimatedRTT

& 41 ] uy i
time (seconds)




TCP Sender

L Event: data veceived Fom opp
" treatt sepgment with Sog no CLlygre Eivearn no. of Knx
doata bn’rc)
© thart tHimer € woX o\rwdwa 2
= TimeOutrTnterval expirotion  peviod
- fov oldest un-Atked szbmen-\'

2. Event: +imeount
* vedawimit s%merd—
¢ rttrart tHimer

3. Event: ACL received
* update what € wvwown o be Pptied
¢ vettary Yimer if wiove unacked

TCP Receiver

event at receiver TCP receiver action

arrival of in-order segment with delayed ACK. Wait up to 500ms
expected seq #. Alldataup to for next segment. If no next segment,
expected seq # already ACKed send ACK

arrival of in-order segment with immediately send single cumulative
expected seq #. One other ACK, ACKing both in-order segments

segment has ACK pending

arrival of out-of-order segment immediately send duplicate ACK,
higher-than-expect seq. # . indicatingseq. # of next expected byte
Gap detected

arrival of segment that immediate send ACK, provided that
partially or completely fills gap segment starts at lower end of gap




Retrancmittion Sceenaviog

D Lost Al

i

Host B
\

Seq=92, 8 hytes of data

da

o
ACK=100

+~——timeout —

—~—
Seq=92, 8 bytes of data
e —

ACK=100

/

lost ACK scenario

D (umwlahve Atk covers for

Host A

g

Host B

Seq=92, 8 bytes of data
Seq=100, 20 bytes of d
ACK=100
-

timeout

ACK=120

-—
*  Seq=120, 15 bytes of data

cumulative ACK

2) Premature Timeouty

Host A Host B

SendBase=

/

Seq=92, 8 bytes of data
\

92
g Seq=100, 20 b@z
E
I /

/

ACK=100
ACK=120

Seq=92, 8

SendBase=100 bytes of data\

SendBase=120
ACK=120

\

SendBase=120

premature timeout

prev Locy AL



Tee  foatt Rehonwmit

Receipt of 3 duplicate PWs — rvetaniwit before
imeony

© Rasend unhcled sab«\en\' wikh Smallecr  seq no

Host A Host B

T [~ seq=92, 8 bytes of data

| Seq=100, 20" f data
T

|_ACK=100
ACK=100
ACK=100

P e
ACK=100

—
Seq=100, 20 bytes of data

timeout

v

fast retransmit after sender
receipt of triple duplicate ACK



TCP_Eow Contvo)

© Receiver contvols Sewnder €o Yaat towmder Aoes not overflow
veceivers ouwffer b& f\mwm\’rﬁna Yoo fagy

/ application™
application may ._process _~
remove data from - .
application
TCP socket buffers ..., | /¢ appiicatior
TCP socket 0s
receiver buffers
... slower than TCP A
receiver is delivering ——
(sender is sending) ( - TN
Nz code. )
B I
i Py
p code / e
T —— \
) [
IIl : | L{
|
from sender|

receiver protocol stack

* TP wheader: vwnd field

* Adverdises free Luffer space n wwd
= RV Buffer gine set vin  Sotket optiwmg
- Awhadjuted by 08
- Typicaly - toas

- Sonder Limikx amount of unMlied data o the received
ywnd

to application process

s

RevBuffer buffered data T(z? receivar
rwnd free buffer space Side bufferin
1l i d

TCP segment payloads



Tcp 3—0\)4& Handshake

SYN _
" SYN +ACK i
ACK
« Cstablich handchake
* hgree on conneCrion parameters
applicatior! application
al_ls 5=
connection state: ESTAB connection state: ESTAB
connecbon‘vanables: connection Variables:
seq # client-to-server seq # client-to-server
server-to-client server-to-client
rcvBuffer Size rcvBuf fer size
at server,client at server,client
g network network

Socket clientSocket =
newSocket ("hostnane"
number ") :

handshake

client state

LISTEN
choose init seq num, x
send TCP SYN msg

SYNSENT

received SYNACK(x)
indicates server is live;

Socket connectionSocket =

+"port walcomaSocket.accept() ;

e Z rondom 4
nuwmbber J

\

SYNbit=1, Seq=x

choose init seq num, y

send TCP SYNACK
/ msg, acking SYN
SYNbit=1, Seq=y
ACKbit=1; ACKnum=x+1

ESTAR send ACK for SYNACK;

|
M,

this segment may contain
client-to-server data

ACKbit=1, ACKnum=y+1
.. received ACK(y)

indicates client is live

server state
LISTEN

SYN RCVD

ESTAB



CLOSING CONNECTION

+ Send TCP ubmen\' wivh €IN=)

© respond fo veceived €IN wwh Rl

client state g ' server state
ESTAB ESTAB

clientSocket.close () \ ‘
FIN_WAIT_1 can go longer FINDbit=1, seq=x
send but can
receive data — CLOSE_WAIT
ACKbit=1; ACKnum=x+1 can sl
FIN_WAIT_ 2  wait for server e—"" send data
close
LAST_ACK
‘)Nbit= 1, seq=y on
b can no ger
TIERL ALY ( ~—~— send data
ACKbit=1; ACKnum=y+1
timed wait
Rx 2Hec CLOSED
segment lifetime

CLOSED

Sequence of TCP States

v

— Client

Client application
initiates a TCP connection

CLOSED
Wait 30 seconds
Send SYN
R SYN_SENT
Receive FIN, Receive SYN & ACK,
send ACK send ACK
PIN_WAIT 2 3 s
Send FIN
Receive ACK,
send nothing FIN WAIT 1

Client application
initiates close connection



Serveyr

Server application
creates a listen socket

Receive ACK, gu—g CLOSED P
send nothing N
/ \
/ \
LAST ACK LISTEN
Receive SYN
Send AN send SYN & ACK
CLOSE_WAIT SYN RCVD

| /

\ /
Receive FIN, ‘v\ ,./Receive ACK,
send ACK e /-/’ send nothing

- ESTABLISHED &

SYN-FLOODING  ATTACL

. Larﬁa no. of SYN Sepments sent by oftacer fo & Server with
dibferent fave sourte ¢ oddresses

* Servers unnecestarily start allocating bubfers ond resources for all SYN
requests avd olto sends back SYN+AW Sepments

© Server eventually cuns our of resources; may uash

* Denial-of -seyvice ottack C+o genuine  dients)



congestion conkrot

Congesﬁm: foo many sources seMinﬁ Yoo mony packete fasrer than
neinevk con handle

* Different from flow Contvol

+ (onsequences: lost packets Couffer overflow ot routerd), lomb delays
Cqueueing w  router buffersd

* (autes § corts of conpeshion: 3 Scenarios of increating complexities

Aomosm® 1 - Two Sendere, o Rourer with Twfinite Buffers

* Hoot B conding dota ot cote Ni loutes [sec

© Host § conding dota of cate i, bytes [sec

* Roufer outgoing Nink capacity R, infinte buffer

/ hin: original data hout

Host A Host B Host C Host D

__ K ¢ ___ = | (e
' | ' f r' i '!'I
(.—.}Jl K: _—_‘«‘-“ .",rz:‘—-"l — I \ _-;'«AI
= == = =

(2=
\ : A : )

Unlimit—ez'l_ shared
output link buffers



Grogh o per- connechn  Yhrouphput Lbytesfsec of veceiver) as
o funcion of 2;,
While Ain < RJ2, tavowghput ot receivers end = A;,

-

© When ;4 > R[2, ¥he Haroupfput  vemaine RJL Climit due to
SV\GﬁV\a m‘mcihd)

Groph b: Average delay for packetr o arrive o veceiver
Average no. of queued podkets unbounded, delays wnboounded

8 Ain D RN

Ri2—

out

Delay

RI2 R/2

- Packets arriving to full buffer are dropped
© Retonewnissions for lost| dropped  poucrets
Ain: rate ot which application sends data inro socket

}\\-m-. rote of which  trawnsport layer tends Seaments Coﬁ%i’\a\
data + retransmissions) — offeved 10ad 4o the netwelw



A()UK

My Original data

— N\t original data, plus
retransmitted data — hout

Host A Host B Host C Host D

B OB BE B E

T T

(
—
!
L

!

=] >= =
Finite shared output
link buffers

¢ Graph a: ideal cate of sender kmmmifﬁwb onho when ubfers
are ‘p‘fCC —_— A((\‘= 1.““

. (nm\)h b: retrantmission done on\b when packer it nown for
certain o be lost+ (.lomz)e ¥imeoudt ; not very ?r(wﬁmﬂ — in 8{0\‘)\«.)
\[3 vd of pockers are fefrantmitted W each no\f)

* Groph c: premature Yimeowr fsr retranswission , duplicates of
receiver end

-1 o S A {7718 - i RiZ-

T —

AOUK




Ao 3 - Four Senders, Routers with Finite Buffers, Multinop Patias

— ki original data

3 A, original o
/ data, plus /
retransmitted /
data Host B
2 |
|
== ¢ ;é;
=i
S

R1

Finite shared output
link buffers Host €

ol
I
i~

R3

© Low Hoffic, as A inCreases, Aguy  inCrenses

* High troffic, hosts compete ot routert

RIZ —

}'mn




CONGESTION CONTROL

* Sender keeps ivack of varioble Cownd) Such
Yaor e oamount of un-ACCed seamem oF Yae Sender cannot
exceed

* Sender’s send rafe 2 cwnd  oyres[sec Cignoring cuwnd)
RIT

* Si1e of cwnd ohnmazs vased on pattet loss Cvz%mm,d or Sender
side)

« TP taid Yo be

* 1P sender’s cate should bve deceated on packer \oss 0¢
indicates onpechion Cewnd thould decvrease)

« TP senders rmate thould be increased wwen on AL arcives Loy
o previously un AUCed pactet Ccwnd swould inorease)

* TCP Conuyestion Cowvo\ A\g)ovi’rhm
- Slow sthart
- Covw_sﬁm avoidance
- fost fecovery

- Hlow ot

twnd initiolised Yo AMIC , roke = | MSSRTT ioprec)sec

After every AL, cwnd increstec by |, resuiting in doubling of
twond every  @TT —



- Fiesk RTT, ewnd=1; ofter AL, cwnd =2 after both received

ovd Atted, cond=4 ond

o Tf there it o los¢ event

0 on — exponem—iod Qrowth

(due o timeour), cwnd retet 4o | and

sefs  Marethold value Ssthresh to  wwwd |2

© When cwnd = setresh | slow start ende ownd ongestion oweidance

starks

* TF 3 duplicate ACKe ovrive , TCP ewtere foct recovery stnte

< Shown W FSM  Lbelow

new ACK
duplicate ACK

dupACKcount++ dupACKcount=0

transmit ne
A
cwnd=1 MSS
ssthresh=64 K2

dupACKcount=0 ~_

cwnd=cwnd+M5S

new ACK

cwnd=cwund+MSS - (M5S/cwnd)
dupACKcount=0

w segment(s), as allowed transmit new segment(s), as allowed

cwnd z ssthresh

avoidance
duplicate ACK

A
A Slow Congestion
start
timeout timeout
ssthresh=cwnd/2 ssthresh=cwnd/2
cwnd=1 MSS (/ cwnd=1 MSS dupACKcount++
dupACKcount=0 dupACKcount=0
elransmil missing segment snsmit missing segment

timeout

cwnd=1

dupACKcount==3

ssthresh=cwnd/2
ownd=ssthrash+3.M55

retransmit missing segmoent

ssthresh=cwnd/2

dupACEcount=0

new ACK

cwnd=ssthresh
dupACKcount=0

duphACKcount==3

ssthresh=cwnd/2
cwnd=ssthresh+3.M55

missing

g segment

Fast
recovery

duplicate ACK U

cwnd=cwnd+MSE

transmit r

yment(s), as allowed



2. WMLA’\FO{AMQ,

When Haie trate veadned , value of cwnd equal +o Walf e
volue before congestion entountered

* Volue of cwnd intreases by | M every RTT ( mSs/cwnd
wultiples of MSS after every ALY

© When Himeour occurs, sstreth ser Yo walf of cwnd and
wond = | MSS

* When 4riple ouplicate ALK occurs, cwnd is walved and sttaread
s Set fo half cwond when 4riple duplicate Atke were received,
Yaen foct vecovery stare

3. Fout R“”""’“é

« Value of cwnd inwreaced \o.o 1 MSC for every duplicate ACLs unfil
3

+ If AL for wissing sepment orrives, TCP deblates cwond and enrers
congestion  avoidance

* Timeout: wond veser to | | setresh= old cwnd |2, ewvere slow strart
state

+ 0ld version: — whether Hmeout of 4viple duplicate,
cwnd olwoys recet to | MSS and ewtered slow stark



* New vewrtion: TCP Reno — ncovperates foct recovery

Congestion window

(in segments)
(o]

16
14—

- =
o N
1 |

~—TCP Reno

ssthresh

ssthresh

TCP Tahoe

T 17T 1T T T 17T

T 1T T T T"71
01 2 3 4 5 6 7 8 910111213 1415

Transmission round

ADDITWVE INCREASE, MULTIPLICATIVE DECRERASE

* A\MD form of congestion  contvol

sawoovh

Congestion window

24 K

16 K-

8 K

Time



